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ABSTRACT - In order to reduce the burden of 

maintaining big data, more and more enterprises 

and organizations have chosen to outsource data 

storage to cloud storage providers. This makes data 

management a critical challenge for the cloud 

storage providers. Cloud computing is the long 

dreamed vision of computing as a utility. Besides 

all the benefits of the cloud computing security of 

the stored data need to be considered while storing 

sensitive data on cloud. Cloud users cannot rely 

only on cloud service provider for security of their 

sensitive data stored on cloud. 
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I. INTRODUCTION 
In order to reduce the burden of 

maintaining big data, more and more enterprises 

and organizations have chosen to outsource data 

storage to  cloud storage providers.This makes data 

management a critical challenge for the cloud 

storage providers.Cloud computing is the long 

dreamed vision of computing as a utility.Besides 

all the benefits of the cloud computing security of 

the stored data need to be considered while storing 

sensitive data on cloud.Cloud users cannot rely 

only on cloud service provider for security of their 

sensitive data stored on the cloud. 

 

II. ALGORITHAMS 
1. AES Algorithm 

a. Encryption 

You take the following AES steps of encryption for 

a 128-bit block: 

1. Derive the set of round keys from the cipher key. 

2. Initialize the state array with the block data 

(plaintext). 

3. Add the initial round key to the starting state 

array. 

4. Perform nine rounds of state manipulation. 

5. Perform the tenth and final round of state 

manipulation. 

6. Copy the final state array out as the encrypted 

data (cipher text). 

Each round of the encryption process requires a 

series of steps to alter the state array. 

These steps involve four types of operations called: 

1. Sub-Bytes 

2. Shift-Rows 

3. Mix-Columns 

4. Xor-Round Key 

 

b. Decryption 

As you might expect, decryption involves reversing 

all the steps taken in encryption using 

inverse functions: 

1. InvSub-Bytes 

2. InvShift-Rows 

3. InvMix-Columns 

 

Operation in decryption is: 

1. Perform initial decryption round: 

• Xor-Round Key 

• InvShift-Rows 

• InvSub-Bytes 

2. Perform nine full decryption rounds: 

Xor-Round Key 

InvMix-Columns 

InvShift-Rows 

InvSub-Bytes 

3. Perform final Xor-Round Key 

 

2. SHA 512 Algorithm 
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a. Append Padding Bits and Length Value: This 

step makes the input message an exact multiple of 

1024 bits: 

b. Initialize Hash Buffer with Initialization Vector: 

Before we can process the first messageblock, we 

need to initialize the hash buffer with IV, the 

Initialization Vector 

c. Process Each 1024-bit (128 words) Message 

Block Mi: Each message block is taken through 80 

rounds of processing. 

d. Finally: After all the N message blocks have 

been processed, the content of the hash buffer is the 

message digest. 

 

3. SYSTEM DESIGN 

In proposed system we are making use of fog 

computing to overcome the problem with the semi 

trusted cloud service provider, while user will 

upload the file and file will be uploaded on the fog 

node, here the fog node performs the encryption of 

the uploaded file and then divide the file into 

blocks and hash of the data will be computed. And 

only the 5% of data will be stores on the fog device 

then the remaining 95% data will be forwarded to 

the cloud on the cloud we again going to perform 

encryption of the data to make it more secure and 

the data will be divided into the blocks and stored 

on the cloud with the computing the hash of the 

data. It maintains the privacy of the stores data due 

to double encryption of the data and also the file is 

stored on two different locations so if csp tries to 

access the filethen he cannot get whole data. 

• Proof of Ownership Data Owner uploads 

document, the document will be uploaded on 

the fog node. 

• Data Encryption model Uploaded file then 

encrypted using the 16 byte AES key which is 

entered by the user at the time of Registration. 

• Data block Generation The encrypted file now 

divided into the blocks. The blocks are of the 

same size. 

• Data Block Hash Generation The Hash will be 

computed of the each block. We Maintains the 

Hash of file data and block of file data as 

reference and used at the time of downloading. 

Both the fog and the clouds will follow this 

step for storing of data. 

 

  
 

III. CONCLUSIONS 
We propose system that provides double 

security i.e. by using double encryption than 

existing system. By analysing the security we can 

substantiate that our planned proposal are provably 

protected by encrytpting the file twice i.e. one at 

the time when data owner uploaded the file to the 

fog node the fog node performs the encryption of 

the uploaded file and when we forward the data to 

the cloud on the cloud we again going to perform 

encryption of the data to make it more secure. Here 

we used an AES 128 bit for the encryption og the 

file. 
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